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Abstract: In pairing-based cryptography, it is necessary to choose an elliptic
curve with a small embedding degree and a large prime-order subgroup, which
is called a pairing-friendly curve. In this paper, we study the number of the
pairing-friendly curves with a given large prime-order subgroup.

1. Introduction

In pairing-based cryptography, the Weil or Tate pairing on elliptic curves has
been applied to propose many new and novel protocols, such as identity-based
encryption [2, 12], short signature [3], and one-round three-way key exchange
[7]. To implement pairing-based systems, it is necessary to choose “pairing-
friendly” curves. Let E be an elliptic curve over a finite field Fq with q elements.
For a fixed prime divisor r of ♯E(Fq), we define the embedding degree of E to
be the smallest integer k with r | qk − 1. According to [6, Definition 2.3],
the elliptic curve E is pairing-friendly if ρ(E) ≤ 2 and k < log2(r)/8, where
ρ(E) = log q/ log r.
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There are a number of methods of specific constructions of such curves
(see [6] for details). In particular, the method of constructing pairing-friendly
ordinary elliptic curves works in the following two steps (see [11]):

Step 1 Choose a prime r, integers k ≥ 2 and t, and a prime power q such that

|t| ≤ 2q1/2, t 6= 0, 1, 2, r | q + 1− t and r | Φk(q), (1)

where Φk(x) is the k-th cyclotomic polynomial.

Step 2 Construct an elliptic curve E over Fp with ♯E(Fq) = q + 1 − t. Then
E has a subgroup of order r and an embedding degree k if r ∤ k (see [6,
Proposition 2.4]). In particular, the elliptic curve E is pairing-friendly if
ρ(t, r, q) ≤ 2 and k < log2(r)/8, where ρ(t, r, q) = log q/ log r.

For positive real numbers x and y, Luca and Shparlinski in [9, 10, 11] studied
the number of prime powers q ≤ x for which there exist a prime r ≥ y and an
integer t satisfying the above condition (1) and certain condition on the size
of the complex multiplication discriminant of the corresponding elliptic curve.
Given an elliptic curve E over the field Q of rational numbers, Cojocaru and
Shpalinski in [5] studied the number of primes p ≤ T for which the reduction
of E modulo p has a large prime factor and also a small embedding.

Fix a large prime number r. For an integer 2 ≤ k < log2(r)/8 and a real
number ρ ≤ 2, we define

Ψ(k, ρ, r) =







(t, q)

∣

∣

∣

∣

∣

∣

(i) t, q ∈ Z with a prime q,
(ii) (t, r, q, k) satisfies the condition (1),
(iii) ρ(t, r, q) ≤ ρ.







,

which corresponds to the set of the pairing-friendly ordinary elliptic curves over
prime fields with a subgroup of order r and an embedding degree k. In this
paper, we study the number of the set Ψ(k, ρ, r).

2. Main Result

We define

T (k, ρ, r) =
{

t ∈ Z
∣

∣ Φk(t− 1) ≡ 0 mod r, |t| < 2rρ/2 with t 6= 0, 1, 2
}

.

For an element t ∈ T (k, ρ, r), we also define

Q(t, ρ, r) =
{

q : prime
∣

∣ q ≤ rρ, q ≡ t− 1 mod r
}

.

Then we have the following lemma:
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Lemma 1.

♯Ψ(k, ρ, r) ≤
∑

t∈T (k,ρ,r)

♯Q(t, ρ, r).

Proof. We have r | Φk(t− 1) if r | q + 1 − t and r | Φk(q). This shows the
lemma.

A prime q ∈ Q(t, ρ, r) has the form

q = (t− 1) + ar, ∃a ∈ Z.

For t ∈ T (k, ρ, r), we see that t−1 and r are coprime since Φk(t−1) ≡ 0 mod r.
By the prime number theorem for arithmetic progressions [4], we have

♯Q(t, ρ, r) ∼
π(rρ)

φ(r)
∼

rρ

φ(r) log(rρ)
,

where π(x) denotes the number of primes less than or equal to x and φ is the
Euler’s function. Therefore it follows from Lemma 1 that we have

♯Ψ(k, ρ, r) ≤
∑

t∈T (k,ρ,r)

rρ

φ(r) log(rρ)
=

rρ

φ(r) log(rρ)
· ♯T (k, ρ, r) (2)

as r → ∞.

We next consider the number of the set T (k, ρ, r). The following lemma is
needed:

Lemma 2. Let 0 ≤ t0 < r be an integer and let Ω(t0) denote the set

{t0 − 2r, t0 − r, t0, t0 + r}. If t ∈ Z satisfies t ≡ t0 mod r and |t| < 2rρ/2, then
t ∈ Ω(t0).

Proof. If t 6∈ Ω(t0), then we have t2 ≥ 4r2. This is a contradiction to the
condition |t| < 2rρ/2 ≤ 2r.

Let S be the group of the k-th power roots of unity in the group (Z/rZ)∗.
For any element t ∈ T (k, ρ, r), let 0 ≤ t0 < r be an integer with t ≡ t0 mod r.
Since Φk(t0 − 1) ≡ Φk(t− 1) ≡ 0 mod r, we have t0 − 1 mod r ∈ S. Hence any
element t ∈ T (k, ρ, r) satisfies

t ∈ Ω(t0), 0 ≤ ∃t0 < r with t0 − 1 mod r ∈ S

by Lemma 2. Therefore we have ♯T (k, ρ, r) ≤ 4k. By the inequality (2), we
have the following:
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Theorem 1. We have

♯Ψ(k, ρ, r) ≤
4krρ

φ(r) log(rρ)

as r → ∞.

For a pairing-based system to be secure, the size of r is required to be
large (for example, r ≈ 2160). Moreover pairing-friendly curves with ρ ≈ 1
are preferable (see [6, §1.1]). However, the result of Theorem 1 shows that the
pairing-friendly ordinary elliptic curves over prime fields with a large prime-
order subgroup are very rare if ρ is close to 1.
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