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Abstract: In 1984, Shamir proposed the concept of the identity-based cryp-
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1. Introduction

In an open network environment, secret session key needs to be shared between
two users before it establishes a secret communication. While the number
of users in the network is increasing, key distribution will become a serious
problem. In 1976, Diffie and Hellman [4] introduced the concept of the public
key distribution system (PKDS). In the PKDS, each user needs to select a
secret key and compute a corresponding public key and store in the public
directory. The common secrete session key, which will be shared between two
users can then be determined by either user, based on his own secret key and
the partner’s public key. Although the PKDS provides an elegant way to solve
the key distribution problem, the major concern is the authentication of the
public keys used in the cryptographic algorithm.

Many attempts have been made to deal with the public key authentication
issue. Kohnfelder [5] used the RSA digital signature scheme to provide public
key certification. His system involves two kinds of public key cryptography:
one is in modulo p, where p is a large prime number; the other is in modulo N ,
where N = p ⋆ q, and p and q are large primes. Blom [7] proposed a symmetric
key generation system (SKGS) based on secret sharing schemes. The problems
of SKGS however, are the difficulty of choosing a suitable threshold value and
the requirement of large memory space for storing the secret shadow of each
user.

In 1984, Shamir [1] introduced the concept of an identity. In this system,
each user needs to visit a Key authentication center (KAC) and identify him
self before joining the network. Once a user’s identity is accepted, the KAC
will provide him with a secret key. In this way, a user needs only to know
the ”identity” of his communication partner and the public key of the KAC,
together with his secret key, to communicate with others. There is no public
file required in this system. However, Shamir did not succeed in construct-
ing an identity-based cryptosystem, but only in constructing an identity-based
signature scheme. Since then, much research has been devoted, especially in
Japan, to various kinds of identity-based cryptographic schemes. Okamoto et
al. [6] proposed an identity-based key distribution system in 1988, and later,
Ohta [10] extended their scheme for user identification. These schemes use the
RSA public key cryptosystem [15] for operations in modular N, where N is a
product of two large primes, and the security of these schemes is based on the
computational difficulty of factoring this large composite number N. Tsujii and
Itoh [2] have also proposed an identity-based cryptosystem based on the dis-
crete logarithm problem with single discrete exponent which uses the ElGamal
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public key cryptosystem.

In 1991, Maurer and Yacobi [26] developed a non-interactive identity-based
public-key distribution system. In their scheme, the public keys are self-authen-
ticated and require no further authentication by certificates. However, some
problems with this scheme were found, the scheme was modified and the final
version was presented [27]. In 1998, Tseng and Jan [28] improved the scheme
proposed by Maurer and Yacobi, and provided a non-interactive identity-based
public-key distribution system with multi-objectives such as an identity-based
signature scheme, an identification scheme, and a conference key distribution
system. In their scheme, the computational complexity of the system is heavy.
Therefore, it is necessary to have a powerful computational capability.Harn [14]
proposed public key cryptosystem design based on factoring and discrete loga-
rithm whose security is based factoring and discrete logarithm. In 2001,Cocks
[29] used a variant of integer factorization problem to construct his identity-
based encryption scheme. However, the scheme is inefficient in that a plain-text
message is encrypted bit-by-bit and hence the length of the output ciphertext
becomes long.

In 2004,Lee and Liao [8] design a transformation process that can transfer all
of the discrete logarithm based cryptosystems into the identity-based systems
rather than reinvent a new system. After 2004 several identity-based cryptosys-
tems [9,17,22, 23, 24, 25] have been proposed. But in these schemes, the public
key of each entity is not only an identity, but also some random number selected
either by the entity or by the trusted authority. In 2009,Bellare et al. [11] pro-
vides security proof or attacks for a large number of identity-based identification
and signature schemes. Underlying these is a framework that on the one hand
helps explain how these schemes are derived and on the other hand enables
modular security analysis, thereby helping to understand, simplify, and unify
previous work. In 2010,Meshram [16] has also proposed cryptosystem based on
double generalized discrete logarithm problem whose security is based on dou-
ble generalized discrete logarithm problem with distinct discrete exponents in
the multiplicative group of finite fields. After some time Meshram presented the
modification of identity-based cryptosystem based on the double discrete loga-
rithm problem [17,30] and also proposed an identity-based beta cryptosystem,
whose security is based on generalized discrete logarithm problem and integer
logarithm problem [31].In 2012,Meshram et al.[32] presented the identity-based
cryptographic mechanics based on generalized discrete logarithm problem and
integer logarithm problem.

In this study, we design identity-based cryptosystem for discrete logarithm
problem with distinct discrete exponent and integer factorization (the basic idea
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of the proposed system comes on the public key cryptosystem based on discrete
logarithm problem and integer factorization) because we face the problem of
solving integer factorization and distinct discrete logarithm problem simultane-
ously in the multiplicative group of finite fields as compared to the other public
key cryptosystem, where we face the difficulty of solving simultaneously the in-
teger factoring and discrete logarithm problem in the common group. Here we
describe further considerations such as the security of the system, the identifi-
cation for senders,etc. Our scheme does not require any interactive preliminary
communications in each message transmission and any assumption except the
intractability of the discrete logarithm problem and integer factorization prob-
lem.(this assumption seems to be quite reasonable) Thus the proposed scheme
is a concrete example of an identity-based cryptosystem which satisfies Shamir’s
original concept [1] in a strict sense.

2. The Quadratic Exponentiation Randomized(QER) Cryptosystem

The algorithm consists of three subalgorithm, key generation, encryption and
decryption

2.1. Key Generation

The key generation algorithm runs as follows (user 1 should do the following)

1. Generate two large random (distinct) primes, p and q. each roughly of
the same size.

2. Compute N = p ⋆ q and compute the Euler-phi function ϕ(N) = (p −
1)(q − 1).

3. Select a random integer e, 1 ≤ e ≤ ϕ(N) such that gcd (e, ϕ(N)) = 1.

4. Select a random integer b such that 2 ≤ b ≤ ϕ(N) − 1

5. Choose any element, β of the multiplicative group Z∗
N and Compute y1 =

βbmod(N).

6. Use the extended Euclidean algorithm to compute the unique integer
d, 1 ≤ d ≤ ϕ(N) such that ed ≡ 1(modϕ(N)).

The public key is formed by (N, e, β, βb) and the corresponding private key is
given by (d, b).
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2.2. Encryption

A user 2 to encrypt a message m to user 1 should do the following:

1. The message is represented as an integer in the interval [1, N − 1].

2. Then choose a random integer k.

3. Compute y2 = βkmod(N), and compute y3 = m(βb)kmod(N).

4. Compute the corresponding,C1 = ye2mod(N).

5. Finally, compute C2 = ye3mod(N)

The cipher text is given by C = (C1, C2).

2.3. Decryption

Recover the plaintext m from the cipher text C, user 1 should do the following:

1. Compute C
ϕ(N)−b
1 mod(N) = C−b

1 mod(N).

2. Recover the plaintext m by computing (C−b
1 ⋆ C2)

d(modN).

3. Consistency of the Algorithm

In encryption:

C1 = ye2mod(N) = (βk)e(modN)

and

C2 = ye3mod(N) = (mβbk)emod(N)

In decryption:

C
ϕ(N)−b
1 mod(N) = C−b

1 mod(N)

and

(C−b
1 ⋆ C2)

d(modN) = (β−bkemeβbke)d(modN) = med(modN) = m(modN)

.
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4. Example

To make our construction easy to comprehend, we illustrate an example to show
the basic principle of our scheme. However, practitioners are not recommended
to choose such keys or parameters in practice since inappropriate parameters
will make this scheme vulnerable to attacks.

Let the two primes be p = 29 and q = 43 and set N = 1247 and ϕ(N) =
1176.

4.1. Key Generation

The key generation algorithm runs as follows

1. Select a random integer e = 11 and gcd (11, 1176) = 1.

2. Select a random integer b = 19.

3. Choose any element, β = 10 of the multiplicative group Z∗
N and Compute

y1 = βbmod(N) = (10)19mod1247 = 427.

4. Use the extended Euclidean algorithm to compute the unique integer
d = 107, 1 ≤ d ≤ ϕ(N) such that 11d ≡ 1(mod1176).

The public key is formed by (N, e, β, βb) and the corresponding private key is
given by (d, b).

4.2. Encryption

A user 2 to encrypt a message m to user 1 should do the following:

1. The message m = 1122 is represented as an integer in the interval [1, N −
1].

2. Then choose a random integer k = 17.

3. Compute y2 = βkmod(N) = 740, and compute y3 = m(βb)kmod(N) =
670.

4. Compute the corresponding,C1 = ye2mod(N) = 427.

5. Finally, compute C2 = ye3mod(N) = 769

The cipher text is given by C = (C1, C2).
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4.3. Decryption

Recover the plaintext m from the cipher text C, user 1 should do the following:

1. Compute C
ϕ(N)−b
1 mod(N) = C−b

1 mod(N) = 826.

2. Recover the plaintext m by computing (C−b
1 ⋆ C2)

d(modN) = 1122.

5. An Identity-Based Cryptographic Scheme

The ID-based system assumes the existence of a trusted key generation center
whose purpose is to provide secrets to each user when he first joins the network.
Each user has a q-bits number as his ID number (e.g., r = 100). The ID
number can be a combination of name, social security number, office number
or telephone number. When each user registers his ID number with the trusted
center, the center stores it in a public file. Then each user generates a t-
dimensional binary vector for his ID. We denoted user k’s ID by IDk as follows:

IDk = (xk1, xk2, xk3, ........, xkt), xkt ∈ {0, 1}(1 ≤ j ≤ t) (1)

The center generates two random prime numbers p and q, compute

N = p ⋆ q (2)

Then the center chooses an arbitrary random number e, 1 ≤ e ≤ ϕ(N) such
that gcd(e, ϕ(N)) = 1 where ϕ(N) = (p− 1)(q − 1) is the Euler function of N .
Then the center publishes (e,N) as the public key. Any users can compute the
user k’s extended ID, EIDk by the following:

EIDk = (IDk)
e = (yk1, yk2, yk3, ........, ykr), (r < t) (3)

Where yki ∈ (0, 1), (1 ≤ i ≤ t−1), and ykt = 0 for
∑t−1

i=1 xk1 is odd number,ykt =
1 for

∑t−1
i=1 xk1 is even number. The EID likes a long pseudo-random number

which prevents a countermeasure against conspiracy among some users. The
center generates two vectors B and C satisfying

B = (b1, b2, b3, ........, br)(1 ≤ bi ≤ ϕ(N))(1 ≤ i ≤ r) (4)

where bi are odd numbers

C = (c1, c2, c3, ........, ct)(1 ≤ ci ≤ ϕ(N))(1 ≤ i ≤ t) (5)
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BEIDi 6= BEIDjmod(ϕ(N) − 1)ifEIDi 6= EIDj (6)

CIDi 6= CIDjmod(ϕ(N) − 1)ifIDi 6= IDj (7)

where EIDi and EIDj are the expanded IDk of user i and j. As defined in
equation (3), since EID has odd number of 1k, if we choose bik to be all odd
numbers then BEID(modϕ(N) − 1) is almost relatively prime to (ϕ(N) − 1)
when the number of users is small compared to (ϕ(N)− 1).The center chooses
an unique integer d 1 ≤ d ≤ ϕ(N) such that

ed ≡ 1(modϕ(N)) (8)

Now, the center chooses an integer which is a primitive element mod N and
then the center computes two vectors U and V by

U = (u1, u2, u3, ........, ut) (9)

V = (v1, v2, v3, ........, vr) (10)

ui = βcimodN, i = 1, 2, ....., t (11)

vi = βbimodN, i = 1, 2, ....., r (12)

Then the center divides all users into k groups, where s is the number of factors
in (ϕ(N)−1) which is defined in Section 2. Each group has L = t+r users. Each
user knows that all the other users belong to L. If user k registers to the system,
the center,issues a smart card to user k after properly verifies his physical
identity.The smart card includes the set of integers (N,Ni, 1 ≤ i ≤ s, U, V, sk),
where (N,Ni, 1 ≤ i ≤ s, U, V ) are common to all users while sk is known only
to user k. Numbers cj , (1 ≤ j ≤ r), bi, (1 ≤ i ≤ t), can be aborted after all
cards has been issued. If there is no more new user, the center can be closed.
Hence cj , (1 ≤ j ≤ r), bi, (1 ≤ i ≤ t), are kept secret from all users. The user
k’s secret, sk can be calculated by

s
′

k = skmodNj = βNj + sk (13)

where β is an integer and j is the group to which user k belong s and sk can
be computed by

CIDk = (BEIDk)s
′

kmod(ϕ(N)− 1) (14)

.
t

∑

i=1

cixki = (
r

∑

i=1

biyki)s
′

kmod(ϕ(N) − 1) (15)
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Since (BEIDk) is almost relatively prime to (ϕ(N) − 1), sk can be uniquely
determined. Every user can obtain user k’s public key uk and base βk from
common public information N,Ni, U, and V by

uk = (
t

∏

i=1

(ui)
xki)N−1/Nj = (βC.ID)N−1/NjmodN (16)

βk = (

r
∏

i=1

(vi)
xki)N−1/Nj = (βB.EID)N−1/NjmodN (17)

where xki, yki are defined by equations (1) and (3). From equations (9)− (17),
we obtain

uk = (
t

∏

i=1

(ui)
xki)N−1/Nj = (

r
∏

i=1

(vi)
xkis

′

k)N−1/Nj

= (β(
∑

biyki)s
′

k)N−1/Nj = β
sk
k modN. (18)

Note that although βk is not a primitive root over Z∗
ϕ(N), it is infeasible to

compute sk from uk = β
sk
k modN if Nj is a large prime number from equation

(2). In our scheme, for each user k using different base βk, the security can
be increased without increasing the memory size of public file as suggested by
Section 2.

6. An Identity-Based Cryptographis Scheme for Quadratic
Exponentiation Randomized Cryptosystem

Let m(1 ≤ m ≤ N − 1) be the message that user T wants to transmit to user
k. User T first computes user k’s public key uk and base βk from IDk and
the public information in his smart card.Then he generates a random number
e, 1 ≤ e ≤ ϕ(N) such that gcd(e, ϕ(N)) = 1 and computes the ciphertex as
follows:

C = (C1, C2) (19)

C1 = (βs
k)

e(modN) (20)

C2 = (mβ
sks
k )emod(N) (21)

User T sends the ciphertext C to user s via an insecure channel. When user k
receives the ciphertext C, he computes

C
ϕ(N)−sk
1 mod(N) = C

−sk
1 mod(N) (22)
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Using his secrete key sk. By equations (20) and (21) user T can recover user
k’s message m by computing

(C−sk
1 ⋆ C2)

d(modN) = (β−skse
k meβskse

s )d(modN) = med(modN) = m(modN)

(23)

7. Security Analysis of Proposed Scheme

The security of identity-based cryptosystem based on the index problem in the
multiplicative cyclic group Z⋆

ϕ(N), where N = p ⋆ q (The factorization of N

is known only to the center.) where ϕ(N) is Euler function of N . In this
system Coppersmith showed an attacking method [33] such that (n + 1) users
conspiracy can derive the center’s secret information.

Theorem 1. (Attack 1, see [33]) The (n+1) users k, (1 ≤ k ≤ n+1) can
derive an n-dimensional vector a′ over Z⋆

ϕ(N) which is equivalent (not necessarily

identical) to the original center’s secret information.

Proof. When (n + 1) users k, (1 ≤ k ≤ n + 1) conspire, they have the
following system of linear congruences: :















EID1

EID2

EID3
...

EIDn+1





























a1
a2
a3
...
an















=















s1
s2
s3
...

sn+1















(modϕ(N)) (24)

Since each EIDk is an n-dimensional binary vector, there exists an (n + 1)-
dimensional vector c over the integer ring such that

∑

1≤k≤n+1

ckEIDk = 0 (25)

Thus we have
∑

1≤k≤n+1

cksk = 0(modϕ(N)) (26)

And then
∑

1≤k≤n+1

cksk = A(ϕ(N)) (27)
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If A 6= 0, then the (n + 1) users can have an integer multiple of (ϕ(N)), and
they can find out the factorization of N .Then, a similar method with attack (1)
is applicable; hence, the center’s secret information can be derived by (n + 1)
users conspiracy.

Furthermore, Shamir developed a more general attacking method [34] for
the modified system such that (n+ 2) users conspiracy can derive the center’s
secret information with high probability.

Theorem 2. (Attack 2, see [34]) The (n + 2) users k, (1 ≤ k ≤ n + 2)
can derive the center’s secret information a with high probability.

Proof. When (n + 1) users k, (1 ≤ k ≤ n + 1) conspire, they have the
following system of linear congruences: defied by equation (28) :















EID1

EID2

EID3
...

EIDn+1





























a1
a2
a3
...
an















=















s1
s2
s3
...

sn+1















(modϕ(N)) (28)

= Da(modϕ(N)) (29)

Assuming that the matrix D includes n linearly independent column vectors
over the integer ring, there exist some positive integers ck(1 ≤ k ≤ n+ 1) such
that :















EID1

EID2

EID3
...

EIDn+1





























a1
a2
a3
...

an+1















=















s1
s2
s3
...

sn+1















−















c1
c2
c3
...

cn+1















ϕ(N) (30)

Thus equation (30) can be rewritten by the following: :















EID1

EID2

EID3
...

EIDn+1

































a1
a2
a3
...
an
−1



















= −















c1
c2
c3
...

cn+1















ϕ(N) (31)
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= D′a′ (32)

From the assumption that the matrix D in equation (29) includes n linearly
independent column vectors over the integer ring, it follows that the matrix
D′ is nonsingular over the integer ring (i.e., det D′ 6= 0) with overwhelming
probability, and thus, we have a′ 6= (modϕ(N)). On the other hand, we have
the following system of linear congruencefs:

D′a′ = 0(modϕ(N)) (33)

If the matrix D′ is nonsingular over Z⋆
ϕ(N), then a′ = (modϕ(N)), and this

contradicts the above results. Thus, the matrix D′ is singular over Z⋆
ϕ(N),

and we have det D′ = 0(modϕ(N)) with high probability. Hence, det (D′) is
divisible by ϕ(N) with high probability. Furthermore, consider the case where
the other (n + 1) users among (n + 2) conspire, and define the matrix D′′ in
a way similar to the above. Also, det (D′′) is divisible by ϕ(N) with high
probability. Hence, GCD (det D′, det D′′ ) gives eϕ(N) where e is a small
positive integer. By the above procedure, we can evaluate ϕ(N) efficiently. An
additional procedure to find the center’s secret information is completely the
same as attack (Theorem 1).

Attack 3: L users in the same group j may conspire to derive the center’s
secret ck, 1 ≤ k ≤ t, bk, 1 ≤ i ≤ r by solving L equations of the form of equations
(15). They are listed as follows: logarithms.

[(x11c1+x12c2+.....+x1rcr) = (y11b1+y12b2+....+y1tbt)s1mod(ϕ(N)−1)]modNj

[(x21c1+x22c2+.....+x2rcr) = (y21b1+y22b2+....+y2tbt)s2mod(ϕ(N)−1)]modNj

...

[(xL1c1+xL2c2+.....+xLrcr) = (yL1b1+yL2b2+....+yLtbt)sLmod(ϕ(N)−1)]modNj

(34)

Since Nj | (N − 1) equation (34) can be reformulated as the following form:

x11c1 + x12c2 + ..... + x1rcr = (y11b1 + y12b2 + .... + y1tbt)s1mod Nj

x21c1 + x22c2 + ..... + x2rcr = (y21b1 + y22b2 + .... + y2tbt)s2modNj

...

xL1c1 + xL2c2 + ..... + xLrcr = (yL1b1 + yL2b2 + ....+ yLtbt)sLmodNj
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(35)

If GCD(btmodNj , Nj) = 1 (the probability that GCD(btmodNj , Nj) 6= 1 is
very small), then there exists b−1

r (modNj). Multiplying both sides of equation
(35) by b1r we have

x11c
′

1 + x12c
′

2 + ..... + x1rc
′

r = (y11b
′

1 + y12b
′

2 + .... + y1tb
′

t)s1mod Nj

x21c
′

1 + x22c
′

2 + ..... + x2rc
′

r = (y21b
′

1 + y22b
′

2 + .... + y2tb
′

t)s2modNj

...

xL1c
′

1 + xL2c
′

2 + ..... + xLrc
′

r = (yL1b
′

1 + yL2b
′

2 + ....+ yLtb
′

t)sLmodNj

(36)

where c
′

k = ckb
−1
r (modNj), (1 ≤ i ≤ t) and b

′

s = bsb
−1
r (modNj), (1 ≤ s ≤ r− 1)

the reformulation of equation (36) yields

















x11 x12 . . . x1t −x11s1 −x12s1 . . . −x1,r−1s1
x21 x22 . . . x2t −x21s2 −x22s2 . . . −x2,r−1s2
. . . . . . . . . . . .

. . . . . . . . . . . .

. . . . . . . . . . . .

xL1 xL2 . . . xLt −xL1sL −xL2sL . . . −xL,r−1sL

















(

C ′T

B′T

)

=











y1rs1
y2rs2
...

yLrsL











=
(

Y
)

∗
(

C ′ B′
)

modNj (37)

If GCD(| Y |, Nj) = 1, then we can uniquely calculate C ′ and B′. Then all
conspirators k(1 ≤ k ≤ L) in the same group j can find user h’s secret-key
sh(h > L) by

sh = (xh1c
′
1 + xh2c

′
2 + .....+ xhrc

′
r) ⋆ (yh1b

′
1 + yh2b

′
2 + ....+ yhtb

′
t)
−1modNj (38)

This implies that L users in the same group j can recover message from user h
in the same group j. However, they cannot derive any user’s secret key which
is in another group since the modulo is different.
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8. Conclusion

In this present paper an identity-based cryptosystem for quadratic exponentia-
tion randomized cryptosystem. The proposed scheme satisfies Shamir’s original
concepts in a strict sense, i.e. it does not require any interactive preliminary
communications in each data transmission and has no assumption that tam-
per free modules are available. This kind of scheme definitely provides a new
scheme with a longer and higher level of security than that based on a integer
factorization problem and the general formulation of generalied discrete loga-
rithm problem. The proposed scheme does not need a large public-file or the
exchange of private/ public keys. Instead, each user has a personal smart card
storing the public information and his private keys. The number of users can
be extened to b∗L users without the threatening of forming conspiracy where L
is the number of system’s secret key and b is the number of factors of N−1.The
major difficulty of implementing an identity-based cryptosystem is to design a
system which can prevent conspiracy from its users whose number is much large
than the number of the system’s secrets. Our proposed cryptosystem cannot
satisfy the above general requirement. However, the users can be partitioned
into different groups instead and the system’s security can be improved by using
our scheme. The partition strategy needs to be further studied.
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